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MWHUCTEPCTBO OEPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALINK

OENAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 masn 2018 r. N 08-1184

O HANPABJIEHUX UHOOPMALIUU

[denapTtameHT rocydapCTBeHHOW nonutukn B cdepe obuiero obpasoBaHua MwuHobpHaykm Poccun
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
MH(OPMALIMOHHOIO obLecTBa MeToAMYecKMe peKkoMeHZauuy O pasMeLleHMM Ha WH(OPMAaUMOHHBIX CTeHaax,
ochmumanbHbIX MHTEPHET-caiTax U OPYrnx MHOPMaLMOHHBIX pecypcax obuieobpasoBaTenbHbIX OpraHvM3auuni u
OpraHoB, OCYLLECTBNAWLWMX ynpasrneHne B cdepe obpasoBaHus, MHpopmauun o 6e3onacHOM MOBEAEHUN W
ncnonb3oBaHun cetn "HTtepHeT".

HOuvpexTop [enaptameHTa
A.E.NETPOB

MpunoxeHue

METOAWYECKUE PEKOMEHOALIUA
O PASMELLEHMU HA UH®OPMALIMOHHbIX CTEHAAX, OPULMATbHbIX
WHTEPHET-CAUTAX U APYIUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJbHbIX OPFTAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLLMX
YNPABJNEHUE B COEPE OGPA30BAHUA, UHO®OPMALIUK O BE3OMACHOM
NOBEAEHWUU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamn BpemenHon komuccum CoseTa Pepepauumn no pasBuTUO MHEGOPMAaLMOHHOIO
obLecTBa B paMKax BbIMONIHEHNS peKOMeHAaLMIN NapiaMeHTCKUX cnywaHmin "AkTyanbHble BONpoCkl obecneyeHmns
6e3onacHOCTV 1 pa3BUTUS geTen B MHAOPMaLMOHHOM npocTpaHcTee", koTopble npownu B Cosete ®egepauun 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKOMeHAauuMu O pasMelleHMnM Ha WHEGOPMAaLMOHHbIX
CTeHAax, oduuUuanbHbIX WHTEPHeT-calTax W ApYrnx MHEMOPMAaLUMOHHBLIX pecypcax obLeobpasoBaTenbHbIX
opraHm3aumi 1 opraHoB, OCYLLECTBRSKOLWMX yrnpaBneHve B cdepe obpasosaHus, MHdopmauum o HGesonacHom
nosedeHnun 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckne pekomeHaauum).

MeToanyeckue pekomeHZauum HanpaefeHbl Ha KayeCTBEHHOE MOBbIWEHME YPOBHS WHPOPMAaLMOHHOWN
aeaTenbHocTn obweobpa3oBaTernbHbIX OpPraHM3auuin M OpraHoB, OCYLLECTBMAOLWMX yrpaBneHne B cdepe
obpas3oBaHMsi, B 4YacTu MHPOPMUPOBAHMS YyyalUMXCs, WX poauTenen (3akoHHbIX npeacTaBuUTEnen) u
negarornyecknx paboTHMKOB 00 OCHOBHbIX acnekTax MHopMaLMOHHON 6e30MacHOCTMK.

MeToanyeckne pekoMeHzaumm No3BonAT  obuwieobpasoBaTernbHbIM - OpraHusaumMsiM U opraHam,
OCYLLECTBMAIOLWMM ynpasrneHne B cdepe obpas3oBaHus, akTyanManmpoBaTb yXKe UCMNofb3yemMble U pa3MeLleHHble

WMH(OPMAaLIMOHHbIE MaTepuarnbl, Tak U NOArOTOBUTb UX B Cllyd4ae WX OTCYTCTBUS C Y4ETOM Ny4YlIMX NPaKTUK U
pekomeHaaunin.

B pamkax meToau4eckmMx pekoMmeHaaLmmn paccMaTpmuBaloTCs creayolwme MHCTPYMEHTbI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohmumanbHble UHTEPHET-PECypChl;

3. cpeacTBa MaccoBOW MHGOPMaLUK (LLKOSbHbIE ra3eThbl, Megarormieckme n3ganHust u gpyrue).

MHdopmaumnoHHbIe CTeHAbI
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Ha wuHdopmauunoHHblx cTeHgax B 06uieobpasoBaTenbHbIX OpraHu3auusax, pacrofoXeHHbIX B done
yupexaeHun m B kabuHeTax, OCHaLLEeHHbIX MepPCOHanbHbIMW YCTPOMCTBAMM ANS Bbixoda B ceTb "VHTepHeT",
pekoMeHayeTCa pasMecTuTb WHMOPMaLMOHHbIE MNaMATKW, COAepXallue OCHOBHble COBETbl MO obecneyeHuto
NHGOPMALIMOHHON 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeToan4YeckuM pekoMeHaaumsiM npeacrasrneH obpasel, NamMsaTkvM Ans pasMeLLeHns Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpepncTtBa MaccoBou uHdopmaLmm

B cpegctBax maccoBoin MHGOPMaLMK, OPUEHTUPOBAHHBLIX Ha O0y4aroLWMXCS, PEKOMEHAYETCSA B TeYeHue
y4yebHOro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHble OTAEeNbHbIM acnekTam
MHOPMaLMOHHON 6e30NacHOCTU, a TaKkkKe pasnnyHblie NaMmATKkM obLLEero xapakrepa.

B cpeactBax maccoBor MHGOPMALMKM, OPMEHTUPOBAHHBIX Ha Nefarormvyeckytd  obLIEeCTBEHHOCTb,
peKkoMeHOyeTCsi B TEYeHWe KaneHgapHoro roga perynapHo nybnukoBaTb WHGOPMALMOHHbIE MaTepuansl,
NOCBSILLEHHbIE OTAENbHbIM acnektaMm WH(OPMaUMOHHON ©e30MacHOCTN KakK HECOBEPLUEHHOMNETHUX, TaKk W
obuleobpa3oBaTenbHbIX OpraHuM3auui, a Takke pas3fuyHble naMAaTkM, 0030pbl  HOpMaTUBHO-MPaABOBOrO
perynMpoBaHust AaHHoW cdepbl U MHAOPMaLMIO O akTyarbHbIX MEPONPUATUAX U CODBITUSX B JaHHOW cdhepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B ceTu "VIHTepHeT" pekomeHayeTcs obecneuvnTtb
BbIMYCK TEMaTMYEeCKOro BbIMyCcka cpeAcTBa MaccoBon WHdopmauum nubo cepum nybruvkauum, cpegu KOTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4aloWmXcs, UX poauTenen (3akoHHbIX NpeacTaBUTENENn) u
negarormyeckon obLecTBEHHOCTH.

OdwmumanbHble UHTEpHET-pecypchbl

O6uweobpasoBaTtefibHbIM OpraHM3aUusaM PeKoMeHayeTcs Ha CBOMX oduuManbHbiX VIHTepHeT-pecypcax
obecneunTb (YHKLMOHMPOBAHWE CaMOCTOSITENBHOrO U cneuuanusnMpoBaHHoro pasgena "MHgopmaunoHHas
Ge3onacHoOCTb", B paMKax KOTOporo npeaycMoTpeTb pa3MeLleHne crneayoLein nHopmMaumi:

N Paspgen/nogpaspgen | ®opmat npeacraBneHus CopgepxaHvue maTepuarnos
maTtepuanos
1. |JlokanbHble Konunn gokymeHTOB B PasmeLluarotcst Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
chepe obecneyeHus cooTBeTCTBYOWUA TpeboBaHNAaM K
NHPOpPMaLIMOHHON napamMeTpam CKaHMpOBaHUS.
©e3onacHocTn Pa3meLuaTcs AOKYMEHTHI,
obyyatomxcs pernaMeHTUpyloLmne opraHm3aumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MEPONPUATUIA NO obecneveHunto
MHopMaLNOHHO BGe3onacHOCTU
oby4varowmxcsa n gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCs akTyanbHble CBEAEHUS O
perynuposaHue ¢dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
n1ucbMax opraHoB BnacTu u gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernaMmeHTupyoLmne obecneveHve
WMHopMaLNoHHO Ge3onacHOCTU
HecoBepLUeHHoneTHuX. [lonyckaeTcs
BMECTO KOMUI pa3meLlaTb rMnepcChinikn Ha
COOTBETCTBYIOLLNE AOKYMEHTbI Ha canTax
OpraHoB rocygapCTBEHHOW BNacTu.
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3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatoTca metoanyeckme
paboTHMKam caunTa peKoMeHAaLmMmn 1 yKa3biBaeTCs
Konunn gokymeHTOB B MHopMaLINGA O MeEpPONPUATUSIX, MPOEKTax
dopmaTte *PDF M NnporpaMmmax, HanpasBneHHbIX Ha

NoBbILLEHNE UH(POPMALIMOHHOM
rpPamMoTHOCTW NeAarorm4eckmnx paboTHMKOB.

4. | Obyyatowmmcs TekcT Ha cTpaHuue PasmellaeTca nHdopmaumMoHHas namsiTka
canTta (npunoxeHue N 2) u ykasbiBaeTcst
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaXx
1 nporpaMmmax, HanpasfieHHbIX Ha
NnoBbILLIEHMNE UH(POPMALIMOHHOM
rpamoTHOCTM OBy4atoLnXCs.

5. |Poautensam (3akoHHbIM | TEKCT Ha cTpaHuue Pa3smelyaetcsa nHopmaumoHHas namsaTka
npeacraBuTensam) canTta (npunoxexune N 3).
obyvatowmxcs

6. |[etckune 6esonacHble | TeKCT Ha CcTpaHuue PasmeLlaetca nHdopmaums o
canThbl caunTa peKkoMeHOyeMbIX K MCNONb30BaHMIO B

y4yebHOM npouecce 6e3onacHbix canTax,
GaHHepbl 6e3onacHbIX AETCKMX CaliTOoB.

OpraHam, ocyLlecTBnALLMM yrpaBneHne B cpepe obpasoBaHUs, peKoMeHayeTCst Ha CBOUX odmumanbHbIX
MHTepHeT-pecypcax obecneuntb (PyHKLUMOHMPOBAHME CaMOCTOSATENBHOMO U Cheuuann3MpoBaHHOIO pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKkax KOTOPOro NpeaycMOTPeTb pasMeLLieHme crieayoLlen MHgopmaLumu;

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MHOGOPMALIMOHHOWN BE3OMACHOCTU IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK 4acTHy MHGOpMauuMio (HacTosiwme ums, dpamunuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadumn cBou, CBOEN CEMbU U ApY3en);

2. OTKpbIBaTb BMNOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNPaBUTENS;
3. MpybuTb, NpuanpaTbCs, Oka3bliBaTb AaBreHNEe - BeCTU cebsh HEBEXITMBO U arpeCcCUBHO;
4. He pacnopsikaics geHbramm TBoel ceMbi 6e3 paspeLleHnst cTaplunx - BCcerga cnpailvean poanTenen;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMU B pearibHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
nosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VIHTepHeTe - coobLy 06 3TOM CBOMM poauUTENsAM
UMK oneKkyHam;

2. MpuvrnawatroT nepenncbiBaTbCH, Urpatb, 0GMeEHMBATLCS - NPOBEPb, HET MW NOABOXA;

3. HesakoHHoOe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
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4. Bcerpga paCCKa3bIBal7I B3pPOCJ1bIM O npo6nemax B Ce€TU - OHWN BCerga rnomoryT;

5. Vcnonb3yn HacTponkn 6e30nacHOCTU U NPUBATHOCTM, YTOObI HE NOTEPSTb CBOWM akKayHTbl B COLICETAX U
Opyrux nopranax.

MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChISKN, B KOTOPbIX YBEPEH;
4. O6uwaTbcH 3a NOMOLLBIO B3POCIIbIM - POAUTENM, ONEKYHbl U aAMVHUCTPaLIMS CanToB BCcerga noMoryT;

5. Mpongn obyyeHne Ha canTe "CeTeBMnYOK" 1 Nonydy nacnopT LndpoBoro rpaxgaHuHal

Mpunoxexune N 2

NHO®OPMALIMOHHAA MAMATKA
AnA OBYHAKOLWWMXCA ANnA PASMELLEHUA
HA O®ULMNATIbHbIX UHTEPHET-PECYPCAX

C KaxablM rogom MONogexun B MHTEPHETe CTaHOBUTLCSA Bornblue, a LWKOMbHUKM OOHU M3 CaMbIX aKTMBHbIX
nonb3oBatenen PyHeta. Mexgy Tem, MOMMMO OFPOMHOIO KOMMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta NamATKa JOMKHa NoMoyb Tebe 6e3onacHO HaxoaUTLCH B CETW.

KomMnbloTepHblie BUPYCbI

KomnbloTepHbI BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTIUYUTENbHOW OCOGEHHOCTbLIO
KOTOPOMN SIBNSieTCA CMNocoOHOCTb K pa3MHOXeHuio. B gononHeHue k 3aTomy, BMpycbl MOTyT MOBpeauTb WM
MOJSIHOCTbIO YHUYTOXUTb BCe paiifibl U AaHHble, NMOAKOHTPOMbHbIE MOMb30BaTesNto, OT MMEHW KOToporo Obina
3anylleHa 3apa)keHHasi nporpaMMa, a Takke NoBPeAuTb UK Jaxe YHUYTOXUTb OnepaLuoHHYH CUCTEMY CO BCEMU
daiinamu B uenom. B GonbLUMHCTBE CrlydyaeB pacnpocTpaHsTCs BUPYChl Yepes MHTEPHET.

MeToab! 3aWunTbl OT BPEOOHOCHbIX nporpamMmm:

1. Vcnonb3yin COBPEMEHHble OnepauuoHHbIE CUCTEMbI, UMEILLNE CEepPbe3Hbli YPOBEHb 3aluTbl OT
BPELOHOCHbIX NMporpaMm;

2. TocTosAHHO ycTaHaBnMBan nayvyTu (LMpoBblie 3annaTkvi, KOTOpble aBTOMAaTUYECKM YCTaHABNMBAOTCS C
uenbto gopaboTku nporpaMmmbl) U gpyrne OOHOBNEHUSA CBOEW ONepauuoHHOW cucTembl. CkauvMBal MX TOSbKO C
oduymnansHoro canta paspabotunka OC. Ecnu cylecTByeT pexum aBTOMaTU4eCKkoro 0OHOBIEHUS, BKIHOYN €rO0;

3. Pabotan Ha cBoem kOMMNblOTEPE MOA NpaBamMu MOMb30BaTeNs, @ He agMUHMCTpaTopa. OTO He NMO3BONUT
GOmMbLUMHCTBY BPEAOHOCHbIX NMPOrpamMM MHCTaNIMpoBaTbCsl Ha TBOEM NEPCOHANBLHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHble MporpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBReHneMm 6as;

5. OrpaHunyb u3anyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NiL;

6. Micnonb3yn BHeLIHWE HOCUTENU MHOPMaLUK, Takne Kak dneLuka, AUCK unu gann u3 nHTepHeTa, TONbKO
N3 NMPOBEPEHHBIX MCTOYHUKOB;
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7. He oTKpbiBal KOMMbIOTEPHbIE halnibl, MOMYyYEeHHblE U3 HEHaOeXHbIX WUCTOYHUKOB. [axe Te channsbl,
KOTOpble npucrnan TBOW 3HaKoMbI. Jlyylle yTOYHW Y Hero, oTnpaBnsan fiv oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayn OaHHbIX, HE TEXHOMOrusi, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roagy
HuaepnaHackasa komnaHusa 3apernctpupoBana 6peHg "WECA", uto obGosHadano crnoBocodveTaHue "Wireless
Fidelity", koTopbIn nepeBoanTcs kak "decnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpesuaTypa, KOTOpas SABMSETCS TaKOW Xe TexHomnorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObiNo AaHO C HAMEKOM Ha CTaHAapPT BbICLUEN 3BYKOBOW TexHUKM Hi-Fi, yto
B NepeBoe 03Ha4aeT "BblCOKas TOYHOCTbL".

Ha, 6ecnnaTHbli MHTEPHET-AOCTYN B Kade, OTeNnsdAx M asponopTax ABNAETCA OTNMYHON BO3MOXHOCTbIO
BbIXOAa B UHTEPHET. Ho MHOrmne akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi ceTu He aBnatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTu paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBai cBO nu4YHy0 unHdopMauuio yepe3 obuwenocTtynHole Wi-Fi cetn. Pabotas B HuX,
XenatenbHO He BBOAMTb Maponuv A4OCTyna, NOrMHbl U Kakne-To HOMepa;

2. cnonb3yi n 06HOBNSAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambim Tbl 06e3onacuwb cebs ot
3aKayku BMpyca Ha TBOe YCTPOWCTBO;

3. Mpwu ncnonesoBaHum Wi-Fi oTkntoum doyHkumo "O6Lwmin goctyn kK dpannam u npuHtepam”. [laHHas pyHKUms
3aKpbiTa MO YMOSYaHWIO, OLHAKO HEKOTOpble MONb30BaTENM aKkTUBMPYIOT ee Ans ygobCTBa MCNONb3OBaHWUS B
paboTte nnu y4ebe;

4. He ncnonb3yn nydnunynein WI-FI ans nepegaym nyMYHbIX AaHHbIX, HANPUMMeEpP Ansl BbiXxoda B couManbHble
CETMW UMK B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yi TonbkO 3awmweHHoe coeguHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mMobunbHom TenedoHe oTkmoum yHkumio "MogkniodeHme k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMaTUYECKOro NoAaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CETUM aKTUBHO BXOAAT B Hally XM3Hb, MHOTME Ntoan paboTarlT M XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH mMunnuapg 4YernoBek, YTO SABMASEeTCA OAHOW CeObMOM BCEeX XUTenen nraHeThbl.
MHorve nonb3oBaTtenu He NMOHNMAKOT, YTO Mchopmau,vm, pa3mMelleHHaa M1 B coumnarbHbIX CETAX, MOXeT ObITb
Ha|7|,u,eHa M ncnosrnb3oBaHa KeM yrogHo, B TOM 4Yucrnie He obsa3aTenbHO ¢ Gnarumm HaMepeHnAamMn.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coUManbHbIX CETSX:

1. OrpaHun4b cnncok gpy3en. Y Tebs B Apy3bsaX HE AOMKHO ObITb CNyYalHbIX U HE3HAKOMbIX N0AEN;

2. 3awumuian CBOK YacTHYI Xu3Hb. He ykasbiBam naponu, tenedoHbl, agpeca, gaTy TBOEro poXAeHus u
OPYrylo NU4YHY0 MHopmMauunilo. 3NoyMbILLINEHHUKN MOTYT UCMOMb30BaTh Aaxe MHAOPMaLMo O TOM, KaK Tbl U TBOU

poauTenn nnaHnpyeTtTe NpoBeCTU KaHUKYIbI;

3. 3awuwian ceoto penyTauuio - epXu ee B YUCTOTe U 3adaBail ceGe BoOMpoc: XoTen Gbl Thl, YTOOLI Apyrue
nonb3oBaTenu BUOenu, YTo Tbl 3arpyxaellb? Mogymait, npexae YeM YTo-To onybnvMKoBaTh, HanUcaTb U 3arpysuThb;

4. Ecnu Tbl rOBOPULLb C SIIOABMU, KOTOPbIX HE 3Haellb, HE NCMOSb3YM CBOE pearnbHOe UMS 1 OPYrYHo JINYHYIO
NMHOPMaLIMK: UMS, MECTO XUTENLCTBA, MECTO y4ebbl U NpoYeE;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M3006paXkeH Ha MECTHOCTU, MO KOTOPOW MOXHO
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onpengennTb TBOE MECTOMOJIOXKEHUE;

6. MNpu permuctpauum B coumnansHOM ceTn HeobxoaMMO UCNONb30BaTh CIIOXHbIE NApOnn, COCTosALINE U3 OyKB
N undp 1 € KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Aapyrunx caToB He0b6X0AMMO MCMONb30BaTb pa3Hble naponu. Torga ecnu
Teba B3nomatot, To 3M10YMbILUNEHHUKN nonydaT AOCTyn TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

aﬂeKTpOHHble AeHbrn

OneKTPOHHbIE AEHbIN - 3TO OYeHb YOOOHbLIN cnocob nnaTtexen, OAHAKO CYLLECTBYIOT MOLUEHHUKU, KOTopble
XOTSIT NONYYNTb 3TU AEHBLIN.

3J'IeKTpOHHbIe OeHbIm noAasuUnnMcb coBcemM HegaBHO M MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
nop He NponncaHo Npo HUX B 3aKOHax.

B Poccum e oHU (OYHKLMOHUPYIOT M O HUX yXKe MPOMUCaHO B 3aKOHe, FAe WX pas3gensitoT Ha HEeCKOJTbKo
BVAOB - @QHOHUMHbIE M HE aHOHUMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaercs
npoBoguTb onepauum 6e3 naeHTudrkaumnm nonb3oBaTensi, a B HEAHOHMMHbIX MAOEHTUMUKALMA NoMb3oBaTens
ABnsieTcs 0bsA3aTeNbHON.

Tawkke cnegyeT pasnuyatb OMEKTPOHHble UaTHble AeHbrn (paBHbl FOCYAApPCTBEHHbLIM BamnwTam) W
3MeKTPOHHbIE HedmaTHbIe AeHbIN (He paBHbl FOCYAapCTBEHHbIM BarnoTam).

OcHOBHble coBeTbI N0 Ge3onacHom pa60Te C 3J1eKTPOHHbIMU OEHbramMmu:

1. MNpuBsXM K cHeTy MOBUMbHBIN TenedoH. ITO cambli YAOOHbLIN U BbICTPbIN CNOCO6 BOCCTAaHOBUTL AOCTYM K
cueTy. [NpuBs3aHHbIN TenedgoH MOMOXeT, ecnv 3abygellb CBOW MNaTeXHblA Naponb WAM 3angellb Ha CalT C
HEe3HaKoOMOro yCTPONCTBa;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexofa Ha yCUNEHHYK aBTopu3auuio Tebe yxe He Gyaer
yrpoXxatb ONacHOCTb KpaXu Unn nepexesaTta niaTtexXHoro napons;

3. Bbibepu cnoxHein naponb. NpecTtynHukam OydeT He MPOCTO yragaTb CIOXHBLIM Naponb. HagexHble
naponu - 3To Naponun, KoTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYaoT B ce0S CTPOYHbIE M NPOMMUCHbIE BYKBHI,
LUMdpbl 1 HECKOmMbKO CMMBOMOB, TakMe Kak 3HaK gornnapa, oyHta, BocKnuuaTenbHbI 3HaK v T.n. Hanpumep,
$tRONg!;;

4. He BBOOM CBOW JNIMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AoBepsieLlb.

OneKkTpoHHas noyta

OnekTpoHHaa no4yTa - 9TO TEXHOMOrMs W MNPeaoCTaBMnsAEeMble €l YCMNyrn Mo MNepecbinke W MonyYeHuto
3MEKTPOHHbIX COOBLLEHNI, KOTOpble pacnpenensioTcs B KOMMNbloTepHON ceTh. OBGbIYHO SMEKTPOHHBIN MOYTOBBI
AWMK BbIMAOUT credylolmm o6pa3oM: MMS_Morb3oBaTens@uMsi_JoMeHa. Takke KpoMe nepedayu NpocToro
TEKcTa, MMeeTCsl BO3MOXHOCTb Nepeaasath daiinbl.

OcHoBHble coBeTbl N0 Be3onacHon paboTe C 3NeKTPOHHOM NOYTOM:

1. Hago BbiGpaTb MNpaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbii BbiIGOp GecnnaTtHbix
MOYTOBbLIX CEPBUCOB, OAHAKO fyylle AOBEPATb TEM, KOrO 3Ha€ELLb N KTO MEPBbIA B PENTUHTE;

2. He ykasbiBah B JMYHOM No4YTe NWMYHYO  uHdopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIi_daHat@" nnm "pok2013" BmecTto "Ttemal3";

3. Vicnonb3yi ABYX3TanHyk aBTOpM3auuio. ATO Korga NMOMMMO MApOonsi HYKHO BBOAUTL KO, MPUChINIaeMbIn
no SMS;

4. Bbibepu CnoxHbIN Napornb. Onsa Kaxaoro noYToBOro AWUKa AOMKEH ObiTb CBON HAAEXKHbIA, YCTOMYUBBIA K
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B31IOMY Naponb;
5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHBIA BOMPOC, NCMOMb3Y 3Ty BO3MOXHOCTb;

6. Vcnonb3yin HECKONBbKO MOYTOBBIX ALWMKOB. [1epBbIv NS YacTHOW NEpPEnncKkM ¢ agpecatamu, KOTOpPbIM Thbl
JoBepsielllb. TO ANEKTPOHHbIV aApec He HAZ0 MCMOoNb30BaTh NPU perncTpauumn Ha popymax u canTax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCnuv OHW NPULLIM OT TBOMX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABMSANN N1 OHW Tebe aTn dannebl;

8. MNocne okoH4YaHus paboTbl HA NOYTOBOM CEpPBUCE Nepep 3aKpbiTUEM BKNaAKM C CaluToM He 3abyab HaxaTb
Ha "Bbintn".

Knbep6ynnuHr unu BupTyansHoe nsgeBaternibCTBO

KubepbynnuHr - npecrnegoBaHve cooblieHnsiMy, cogepXaluMMm OCKOpOneHusi, arpeccuio, 3anyrvBaHue;
XYNUraHcTBO; coumansHoe GONKOTMPOBAHME C MOMOLLbIO Pa3fNNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocaricsa B 60oi. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCH, TO BHavane ycnokoutbcs. Ecnu Tl HauyHelWb oTBeYaTh OCKOPONEeHNAMN Ha OCKOpONeHns, TO TOMNbKO
ewe 6onblue pasoxokellb KOHGMMWKT;

2. YnpaBnsan csoen knbeppenytaumven;
3. AHOHMMHOCTb B ceT! MHUMas. CyLLecTBYIOT CNOCOObI BbIACHUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW xu3HWU. MIHTepHeT dukcmpyeT BCce TBOW OENCTBUS U
coxXpaHseT ux. Yaanutb nx 6yaeT kpanHe 3aTpygHUTENbHO;

5. Cobnitogai cBow BMPTYyarnbHYH YECTb CMOMOAY;

6. VrHopvpyn eauHuyHbin HeratuB. OgHOpasoBble OCKOPOMTENbHbIE COOOLLEHMS Ny4le WrHOpUpOoBaTb.
O6bIYHO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaauy;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMM COOOLLEHMSIMU, B cOUManbHbIX CETAX eCTb
BO3MOXXHOCTb 6J'IOKI/IpOBKl/I OTnpaBKn coobLeHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMaeTenb knbepOynnuHra. TBOU AeNCTBUS: BbICTYNUTbL NPOTUB NpecreaoBaTensi, nokasaTtb emy,
4YTO €ero AenCTBUS OLEHMBAOTCSl HEeraTUBHO, NogdepXaTb XKEepTBY, KOTOPOW HYXHa MCUMXofiormyeckas nmomoLlp,
CO0BLLUUTL B3POCTbIM O haKTe arpeCCMBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTOHbl U MnaHLWeTbl coaepxaTt B cebe BMonHe B3poChbI (PyHKLMOHAN, U TENEPb OHU
MOryT KOHKYpUpOBaTb CO CTaLMOHapHbIMK KoMMbloTepaMmu. OfHako, cpefcTB 3awmThl Ans NoA06HbLIX YCTPOWCTB
noka o4YeHb Mano. TecTUpoBaHUE U MOUCK YS3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, kak ans MK, To xe
camoe KacaeTCsl U MOBUMbHbLIX MPUMOXEHWN.

CoBpeMeHHble MOOWnbHble 6Gpay3epbl  YKe MpaKTUYecku [OrHanu HacToNbHble aHanoru, OfHaKo
paclumpeHune yHKLMOHana BneyYeT 3a cob6oi GOMbLLYIO CNIOXHOCTb M MEHbLLYH 3aLUMLLEHHOCTb.

[aneko He Bce npon3sBoanTesnn BbIMYCKaOT 0obOHoBNEHUS, 3aKpbiBawWmMe KpUtn4veckme yAa3BuUMOCTU AOnd
cBOuUX yCTpOVICTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNBHOMO Teﬂe(bOHaZ

Huyero He sBnsetcs no-Hactoslwemy GecnnatHbiM. Byab ocTopoxeH, Bedb korga Tebe npegnaratoT
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©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakme-To nnaTtHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTto nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW B6yayT B KOHEYHOM
ntore?

Heobxoanmo oOHOBMAATH ONEpaunoHHY0 CUCTEMY TBOEro cMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHbBIX TENeOHOB;

He 3arpyxai npunoXeHnss OT HEW3BECTHOrO MWCTOYHMKA, BeOb OHWM MOryT coAepXaTb BPEAOHOCHOE
nporpaMmmHoe obecneyveHue;

[Mocne Toro kak Tbl BblNAELWb C canTa, rae BBOAUN NMYHYI0 MHOpPMaUKMIo, 3anam B HacCTporiku Gpaysepa n
yaanu cookies;

lMNepuvoanyeckn NpoBepsAn, KakMe NnaTHbIe YCNyru akTUBMpOBaHbLI Ha TBOEM HOMEPE;

[asaw cBon HoMep MobunbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpSieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Tl UM He Nonb3yellbed. He 3abbiBain nHorga npoBepsiTh 3T0.
Online urpbl

CoBpeMeHHbIE OHMaNH-UrPbl - 3TO KPacCOYHble, 3axBaTblBaloWUe pasBreyvYeHusi, OObEeAMHSIOLME COTHU
TbICSIM YenoBek no Bcemy mupy. Vrpoku mccredyloT AaHHbIi UM MUp, obliarTcs Apyr C APYroM, BbIMOSHSOT
3a[laHusl, CpaXatoTCsl C MOHCTPaMK 1 MoJly4atoT onbIT. 32 YOOBOMbCTBME OHM MNATAT: MOKYNaloT AWUCK, ONnaynBaoT
aboOHeMEHT unu NpuoGpeTatoT KakMe-To Onumn.

Bce atm cpegctBa vayT Ha noAadepXaHuMe M passBuMTME Urpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbl aBTOpM3aLMK, BbIMyCKalTCA HOBble MaTyu (LUMbpoBbIe 3annaTky Ans nporpamm),
3aKpbIBAOTCS YSI3BUMOCTY CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble coBeTbI MO 6e30MacHOCTY TBOEIO UrPOBOrO akKayHTa:

1. Ecnu apyroi urpok BefeT cebs nroxo unu cosgaeT Tebe HenpusiTHOCTW, 3abroKMpyi ero B CrcKe
UrPOKOB;

2. Moxanynca agMUMHUCTpPATOpaM Mrpbl Ha NIOXOe MOBEAEHME STOr0 WUrpoka, XenaTernbHO MPUIOXUTb
Kakue-To JoKkasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyo nHcopmauuio B npodanne urpbl;
4. YBaxain gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumansHble Natyn u Moapl;

6. Vicnonb3yi CrnoxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTUBMpYC. [Moka Thbl urpaelb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

PUWKHT unun KpaXxa NMUYHbIX AaHHbIX

OO6bIYHOM Kpakel [eHer W [OKYMEHTOB CErofHsl Y& HUKOrO He YyOuBUlIb, HO C pasBUTUEM
WHTEPHET-TEXHONOIMIA 3MOYMBbILLNIEHHUKN MEePeMeCTUNIUCh B UHTEPHET, U NpoAomKalT 3aHUMaTbes "Nnobumbim”
[OErnoMm.
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Tak nosiBunacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, FMaBHas Lefb KOTOPOro COCTOUT B
nony4eHMn KoHUaeHUnanbHbIX AaHHbIX NONb3oBaTenen - NorvMHoB M naponen. Ha adrnuiickom asbike phishing
yntaeTca kak ouwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTO TBOSI aHKeTa Oblfa B3riomaHa, To Heobxoanmo
3abnokupoBaTh ee 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yi 6e3onacHble Beb-calTbl, B TOM YUCHE, MHTEPHET-MarasnHoB U NOUCKOBbIX CUCTEM;

3. Vicnonb3yii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 30YMbILLNEHHNUKN
nony4aT AOCTYN TOMbKO K OOHOMY TBOEMY NPOUIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebsa B3nomanu, To Heob6xoaNMO NpeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTopble AobaBneHbl y Tebs
B OpYy3bsX, O TOM, 4YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro UMEeHWN ByaeT pacchinatbCA cnam M CCbISIKM Ha
(PULLNHIOBbIE CaNThI;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTKpbiBaln dannbl U Apyrue BRNOXEHUS B NMUCbMax, OaXe €Cf OHU NPULLNKM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABANN N1 OHW Tebe aTn dannbl.

LindpoBas penyTtauus

LincbpoBas penytaums - 370 HeraTMBHasa unm no3nTueHasa uHdopmaumsa B cetu o Tebe. KomnpomeTtnpyowias
nHdopmaums, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearibHOW XU3HW.
"UndpoBas penytaumsa” - 9To TBOW UMUK, KOTOPbIN hopmupyeTcs n3 nHdopmaummn o Tebe B MHTEPHeTE.

TBOE MECTO XWTenbCTBa, y4ebbl, TBOE (PUHAHCOBOE MOMOXEHWE, OCOBEHHOCTM XapakTepa W pacckasbl O
GnM3KkKX - BCe 3TO HAKannMBaeTcs B CETU.

MHorvMe NOAPOCTKM NErKOMBICIIEHHO OTHOCATCA K NyOnuKauuu nMYHOM MHdopMauun B VIHTepHeTe, He
NOHMMasi BO3MOXHbIX NOCNeacTBUA. Thl AaXe HEe CMOXeLb AoragatbCcs O TOM, YTo dhoTorpacdms, pasmeLleHHas 5
neT Hasaf, ctana npuYnHOM oTkasa NpPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelleHne TBomx dotorpadun n apyrne AerUCcTBUA MOTyT HE UCYE3HYTb Jaxe nocre Toro,
KaK Tbl UX yganuib. Tbl He 3Haelb, KTO COXpaHum 3Ty MHopMauuio, nonarna fnM oHa B MOUCKOBbIE CUCTEMBI U
COXpaHunacb f1 OHa, a rnaBHoe: YTOo NoAgyMatoT o Tebe oKpyKatoLme Nioaun, KOTopble HanayT 1 yBUAAT 310. Hantn
NMHOPMALIMIO MHOTO MET CNYCTA CMOXET fobon - kak u3 Aobpbix NobyXaeHun, Tak 1 C HaMepeHneM NPUYUHUTL
BpeA. ATO MOXET ObITb KTO YrOAaHO.

OcHOBHble COBETHI MO 3aLLmTe LMdPOoBON penyTaumm:
1. NMogymain, npexae 4em 4TO-TO NY6nMKoBaTh M NnepedasBaTh Y cebs B 6nore nnm B coumanbHOM ceTw;

2. B HacTponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NMpoduna U ero conepXxumoro,
caenan ero Tonbko "ansa apysen';

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLNIO, KOTOPasi MOXET KOro-NMbo ockopGnsiTe UMK 0BUXaTh.
ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbIE MOJib3oBaTesn Ll,M(prBOFO NpoCTpaHCTBaA. OpHako paneko He Bce
3HaKT, YTO MNonb3oBaHWe MHOIMMMMU BO3MOXHOCTAMU LI,I/I(prBOFO Mupa Tpe6yeT cobniogeHus npaB Ha
MHTennNeKkTyarnbHYyo COBCTBEHHOCTb.
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TepMuH "MHTennekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pasfiMyHbiM TBOPEHUSIM 4YENIOBEYECKOro yma,
HauMHasa C HOBbIX M30OpETEHUN N 3HAKOB, 0603HAYalOLLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCNyru, U 3akaHyuBasi
KHuramu, otorpadmsamm, KWUHOPUNbMaM1 U My3blkanbHbIMU NPOU3BEAEHNSIMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEKTyanbHyl0 COBCTBEHHOCTb Ha NPOM3BEAEHUSA HayKu, NuTepaTypbl
N nckycctea. ABTOpPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTUM TOTO, YTO MHTENNEKTyarnbHbIA/TBOPYECKUA TPpYA
aBTOpa He ByaeT HanpacHbIM, 4acT emMy CnpaBeasfMBble BO3MOXHOCTU 3apaboTaTh Ha pesynbTaTax CBOEro Tpyaa,
nony4YntTb W3BECTHOCTb W nNpu3HaHue. Hukto ©6e3 paspelleHuss aBTopa He MOXET BOCNPOU3BOAUTL €ro
npovsBeaeHne, pacnpocTpaHaTb, NyGNMYHO AEMOHCTPUPOBATh, NpoAaBaTb, MMMNOPTMPOBATbL, MyckaTb B Mpokart,
Ny6rIMYHO MCNOMHATL, NOKa3bIBaTL/UCNONHATL B 3dhupe nnm pasmeLLaTs B VIHTepHeTe.

Mcnonb3oBaHre "nupartckoro" nporpammHoro obecnevyeHnss MOXeT NPUBECTU K MHOTMM puckam: OT noTtepwu
OaHHbIX K TBOMM akkayHTam o GNOKMpOBKM TBOEro yCTPOWCTBA, rge yCTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmel, KOTOPbIE MOXHO HalTW B CETU.

O noprane

CeTeBUYOK.pcp - TBOW IMaBHbIi COBETYMK B CeTU. 3[4ecCb Tbl MOXellb y3HaTb O ©e3omnacHOCTU B CeTu
MOHATHBIM W OOCTYMHbLIM A3bIKOM, @ MY BO3HUKHOBEHUW KPUTUYECKOW CUTyaLun o6paTMTbCs 3a COBETOM. A Takke
MPUHATB y4acTMe B KOHKYpcax U CTaTb CaMbIM LIMAPPOBbLIM rpaxaaHuHom!

Mpunoxexune N 3

NAMSATKA 0N POOUTENEW OB UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepgeneHue TepmuHa "vHdopmauunoHHas 6e3onacHocTb aeten" cogepxutca B PegepanbHom 3akoHe N
436-$®3 "O 3awute geten OT MHOPMaLUK, MPUYMHAIOWEN Bped WX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLUEHMS, CBSA3aHHbIE C 3alUTON AeTeln OT MHOpMaLWK, MPUYMHSAIOLLEN Bpen UX 340POBbI0 U (MNK) pasBUTUIO.
CornacHo gaHHOMY 3akoHy "WHdopmauunoHHasi 6e3onacHOCTb geTer” - 3TO COCTOsIHME 3aLUULLIEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbIN C NPUYMHEHNEM MHOPMaLUe Bpeda Ux 340POBbL0 U (Unn) pusnyeckomy,
NCUXNYECKOMY, AYXOBHOMY, HDaBCTBEHHOMY PasBUTUIO.

B cuny ®epepansHoro 3akoHa N 436-93 nHdopmaumen, npuumHAOLLENA Bped 340POBb0 U (UNK) pasBUTUIO
neTten, aBndeTcs:

1. MHpOpMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean aAeTen;

2. vHopmauus, pacnpocTpaHeHWe KOTOPOW OrpaHudeHo cpefn AeTeir onpefeneHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHdopmaumm, 3anpeLLeHHon 4nsa pacnpocTpaHeHns cpean aeTen, OTHOCUTCS:

4. vHdopMauus, nobyxparowan geTel K COBEpLUEHUO AEWCTBUNA, NPEACTaBMSOWMNX Yrpo3y UX XU3HWU U
(vnn) 30opoBbIO, B T.4. MPUYMHEHNIO Bpeaa CBOEMY 340POBbIO, CaMOyOUNCTBY;

5. cnocobHOCTb BbI3BaThb Yy AeTew XenaHue ynotpebutb HapkOTUYECcKMe CPeacTBa, MCUXOTPOMHbIE U (Mrn)
ogypmaHuBawlme BellecTBa, TabayHble M3Oenus, ankoronbHyl WM CIMPTOCOAEPXAllylo MpOAYKUMIO, NMUBO U
HanWTKW, M3roTaBNMBaeMble Ha €ro OCHOBE; MPWHATb yyacTMe B a3apTHbIX Mrpax, 3aHMMaTbCs MpOCTUTYLMENR,
6poasKHNYECTBOM WIM MOMNPOLLARHUYECTBOM;

6. obocHoBbiBalOWas WM onpaBAblBaollas [OMYCTUMOCTb Hacunms u  (Mnn) xectokoctn nnéo
nobyxaatoLLlas OCyLLECTBATb HACUIbCTBEHHbIE OENCTBUS MO OTHOLLEHWUIO K NIOASM U 3KUBOTHbLIM;

7. oTpuuaoLlas ceMeHble LEHHOCTU 1 hOpMUPYIOLLAsa HEYBaXXEHWE K POAMTENAM U (MNN) APYrUM YnieHam
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cemMbu;
8. onpasibiBatoLllad npoTnBonpaBHoOE NnoBeaeHne,
9. copepkallas HeLleH3ypHYH BpaHb;
10. cogepkaluasa nHpopmaumo NnopHorpadmnyeckoro xapakrepa.

K wvHdopMaumn, pacnpocTpaHeHWe KOTOPOM OrpaHW4eHO cpeau fAeTeil onpefderieHHoro Bo3pacTa,
OTHOCKTCS:

1. Hopmauus, npeacTaBsnseMasi B Buae n3obpaxeHus unm onucaHus XecToKoCTu, omandeckoro n (unm)
NCUXMYECKOro Hacunus, NPECTYNNEHNSA UM MHOTO aHTUOOLLLECTBEHHOIO AECTBIS;

2. Bbi3blBaOWAsA y AeTen CTpax, yKac unv naHwky, B T.4. NpeAcTaBnsemMas B Buae u3obpaxeHus wnu
OMMCaHNMA B YHWXKaloLWeEen 4enoBeyeckoe [OCTOMHCTBO (POpPME HEeHacuUnbCTBEHHOW cMepTu, 3abonesBaHus,
caMoyBuIncTBa, HeCHacTHOro criydasi, aBapuv Unm KatacTpodbl 1 (Mnn) X NocneacTemn;

3. npegcraendemass B BMAE W300pPaXeHUS UM OMMCaHMS MOJSIOBbIX OTHOLUEHWA MEXAOY MYXYMHON U
>KEHLLMHOMN;

4. copgepkallas GpaHHbIe CIoBa W BblpaXkeHWsl, He OTHOCALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npemnaraioTtcs npasuna paboTbl B cetn VHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONUT obecnednTb MHADOPMaLMOHHYO 6e30MacHOCTb BallMX AeTeNn.

O6Lwwme npaBuna Ans pogutenemn

1. He3zaBucrmo o1 Bo3dpacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoiiee punbTpoBaTb
N KOHTPONMpoBaTb MHPOPMALIMIO, HO He MonaralTecb NOMHOCTLIO HA Hero. Balle BHUMaHWe K pebGeHky - rmaBHbIN
MeTop 3alUmnThl.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OAHOM M3 coumarnbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.M.), BHUMaTENbHO N3y4YnTE, Kakyto MHOPMaLMIO NMOMELLAIOT ero Y4aCTHUKM B CBOMX NPOMunsax u
6rorax, Bknoyas chotorpacdun 1 Bugeo.

3. lNpoBepbTe, C KakMMM APYrMMU canTamu CBSi3aH coumanbHbii cepBuc Bawero pebeHka. CTpaHuuku
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COAEPXaTb CCbIIKN Ha HeXXenaTenbHble 1 ONacHble CanThbl
(HanpvmMep, NOPHOCANT, UNWN CaNT, Ha KOTOPOM ApPYr YNOMUHAET HOMEP COTOBOro TenedoHa Balwero pebenka nnm
Baw pomaluHun agpec)

4. MoowpsiiTe Bawwux geteit coobwate 060 BCEM CTPaHHOM UMM OTTaNKMBAIOLLEM W HE CIIULIKOM OCTPO
pearvpynTe, Korga oHu 3TO AenatoT (U3-3a onaceHusl MOTePsATb AOCTYN K MIHTEpHETY AeTU He FoBOPSAT poanTensm
0 npobremax, a Takke MOryT Ha4aTb UCMOMb30BaTb VIHTEpPHET BHE JOMa U LIKOIbI).

5. byabTe B Kypce ceTeBoM xu3Hu Bawero pebeHka. IHTepecyinTech, KTO UX Apy3bsa B VIHTEpHET Tak Xe, Kak
WHTEepecyeTeCch pearbHbIMU OPY3bAMM.

Bo3spacTt ot 7 go 8 net

B WNHTepHeTe pebeHoKk cTapaeTcs MOCETUTb T€ UMW WHble CalTbl, 8 BO3MOXHO M 4YaTbl, pa3pelleHne Ha
nocelleHne KOTOPbIX OH He nonyyun Gbl OT poauTenen. [oatomy poauTensm ocobeHHO nonesHbl OyayT Te
OTYeTbl, KOTOpble MpPefoCTaBnAlTCA MporpaMMaMy NO  OrpaHuMYeHuo  ucronb3oBaHus WHTepHeTta, T.e.
PoanTtenbCckuin KOHTPONb UM TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHbIX dannax. B pesynbTarte, y pebeHka He
OygeT owyLlleHns, YTO 3a HUM BeOeTCH MOCTOSHHbBIA KOHTPOMb, OAHAKO, poauTenu bygoyT no-npexHemy 3HaTb,
Kakue caunTbl nocewaetr ux pebeHok. [leT B OaHHOM Bo3pacTte 0o6rafjalT CUMbHbIM YyBCTBOM CEMbW, OHMU
OOBEpYMBLI U HEe COMHeBalTCs B aBTopuTetax. OHu nobAT urpaTb B CeTEBble WUrpbl M MyTeWeCcTBOBAaTb NO
UHTepHeTy, NCNornb3yst SNEKTPOHHYIO MOYTY, 3aX0AUTb Ha CanTbl U YaTbl, HE peKOMEHA0BaHHbIE POAUTENAMMN.
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CoBeTbl N0 Bbe3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. Cosparite cnucok AoMallHUX npaBun nocelleHus WHTepHeTa npu yyactum getern m Tpebyinte ero
BbINOMHEHWS.

2. TpebywiTte ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxoXAeHUs 3a KOMMboTepoMm. Mokaxnte
pebeHky, 4to Bbl HabniogaeTe 3a HUM He NOoTOMy 4YTO Bam 3710 xouetcs, a notoMy 4To Bbl Becnokoutechb 0 ero
6e3onacHOCTU 1 BCeraa rotosbl €My MOMOYb.

3. KomnbloTep ¢ nogkntoyeHnem k VIHTepHeTy JOMmKeH HaxogouTbCa B obLieri KOMHaTe nog MpUMCMOTPOM
poauTenen.

4. MCﬂOﬂbSyIZTe cneunanbHble OeTCKMne NonckoBble MaLlWHbI.

5. MCI'IOJ'Ib3yl7ITe cpeacTtea 6J'IOKVIpOBaHVIF| HeXenaTeNbHOIro KOHTeHTa KaK AOMNOJfIHeHue K CTaH4apTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOIJIO.

6. CosgaiiTe ceMelHbIin aNeKTPOHHbIN ALKK, YTOGLI He NO3BONMUTL AETAM UMeTb cOBCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c BecnnaTHbIMU MOYTOBLIMU HAWMKaMM C MOMOLLBID COOTBETCTBYIOLLENO
nporpamMmmHoro obecneveHus.

8. MNpuyunte geten coBeToBaTbCcs ¢ Bamu nepepn onybnukoBaHMeM Kakon-rmbo MHGopmaumn cpeacTBaMmm
3NEKTPOHHON MOYTbI, YAaTOB, PErMCTPALMOHHBIX (OOpM 1 Npodunen.

9. Hayunte pgeTten He 3arpyxaTtb hannbl, nporpaMmmMbl Unu My3sbiky 6e3 Ballero cornacus.
10. He paspeluarite AeTM UCNONb30BaTb CyX0bl MTHOBEHHOrO 0OOMeHa coobLLeHnsaMM.

11. B "Genbin" cNuCoK CaWToOB, paspelleHHbIX ANs MOCeLeHWs, BHOCUMTE TOMbKO CaWTbl C XOPOLUEW
penyTaunen.

12. He 3abbiBaviTe 6ecenoBatb ¢ AeTbMu 00 nx Apy3bsix B VIHTepHeTe, Kak ecnv Bbl pedb wna o apysbsx B
pearibHOWN XU3HMU.

13. He penavite "taby" n3 BONpoCcoOB NOSIOBOW XWU3HW, TaK kak B IHTepHeTe geTn MOryT nerko HaTKHyTbCs Ha
nopHorpaduio unm canTsl "gns B3pocnbix”.

14. Mpuyuute Bawero pebeHka cooblaTe Bam O Mobbix yrpo3ax Uim TpeBorax, CBA3aHHbIX ¢ VIHTepHeTOM.
OcTaBanTecb CMOKOWHBbIMW U HanoMHWUTE OeTsM, YTO OHM B 6e30nacHOCTK, ecrnvu caMu pacckasanu Bam O CBOMX
Tpesorax. [loxBanuTe nx n NocoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

BospacT geteit ot 9 4o 12 net

B paHHOM BoO3pacTe OeTu, Kak MpaBumo, yXe HacrblwaHbl O TOM, Kakas WHgopMauus cyllecTByeT B
WHTepHeTe. COBEPLUEHHO HOPMAribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, ycnbiwaTtb. [py 3TOM HYXHO
MOMHWUTb, YTO OOCTYN K HexenaTernbHbIM MatepuanaMm MOXHO ferko 3abrnokupoBaTb MpuW NMOMOLUU CPeacTs
Poantenbckoro KOHTpons.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnuCoK AOMallHMX NpaBun noceweHus WHTepHeT npu ydactum geten un Tpebynte ero
BbIMOMHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHns HOPM HaxXOXOEHWS 33 KOMMbIOTEPOM.

3. Habnwopgante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, NMOKaxuTe emy, 4To Bbl 6ecnokonTtech o ero
6e30nacHOCTU 1 BCEraa rotoBbl OkasaTb eMy NOMOLLb.
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4. KomnbloTep € nogkntoveHnemM B WMIHTEPHET OOIMKeH HaxoauTbcsl B 0OWen koMHaTe nog NpUcMOTPOM
poauTenen.

5. MCI'IOJ'Ib3yI7ITe cpencTtea 6J'IOKI/IpOBaHVIF| HeXenaTeNbHOro KOHTeHTa KaK AONOoJfIHeHuMe K CTaHOapTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

6. He 3abbiBaviTe npvHMMaTb HEMOCPEACTBEHHOE ydacTue B XU3HW pebeHka, 6ecegoBaTb ¢ AeTbMU 00 MX
Opy3bsix B VIHTepHeTe.

7. HactanBanTte, 4tobbl AeTW HMKOrA4A He cornallanncb Ha NMYHble BCTpPeYun ¢ apy3bsamu no MHTepHeTy.
8. MNo3BonanTe geTsaM 3axoauTb TONbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMWN.

9. MNpuyunte OeTen HUKOrAa He BblAaBaTb JIMYHYIO MHOPMaLUMIO CpeacTBaMU SNEKTPOHHOM NOYThI, YaToB,
CUCTEM MFHOBEHHOro o6MeHa COOOLLEHNAMM, PETUCTPALMOHHBIX hOpM, MMYHBLIX NPOdUNEN N NMPU perncTpauum Ha
KOHKypcbl B IHTepHeTe.

10. Mpuyunte OeTen He 3arpyxaTb nporpammbl 6e3 Balwero paspelueHunsi. O6GBbACHATE UM, YTO OHU MOTYT
Cry4yalHo 3arpy3nTb BUPYCbI UK APYroe HexenaTtenbHoe nporpaMmMHoe obecneyeHue.

11. Cospawte Bawemy pebeHKy orpaHMYeHHY0 y4eTHYIO 3anucb Ang paboTbl Ha KoMMbloTepe.

12. Mpwnyuute Bawero pebeHka coobLaTb BaM O MobbIX Yrpo3ax U Tpeeorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHute aetam, 4To oHM B 6e30nacHOCTU, eCrniv caMmn pacckasanu BaM O CBOMX TPEeBOraxX 1 OrnaceHusx.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HactanBanTe Ha ToM, 4YTOObl A€TW NPeAOCTaBsAN BamM OOCTYN K CBOEN 3NIEKTPOHHON MoyTe, YToObI Bbl
y6eannucb, YTo OHKU He OOLLAOTCA C HE3HAKOMLLaMM.

15. OBbsicHUTE OEeTAM, YTO Henb3s MCNOMb30BaTh CETb AN XYNUraHCTBa, PacnpoCTpaHeHUs CnneTeH unu
yrpos.

BospacT netewn ot 13 o 17 net

B atom BO3pacTe NoApOCTKM aKTUBHO MUCMOJIb3YHOT MOUCKOBbIE MaLUWHbI, NOJIb3YHOTCA 3ﬂeKTp0HHOVl NnoYToNn,
Cﬂy>K6aMVI MrHOBEHHOro obMeHa COOOLEeHUsMKN, cKavymBatoT MY3bIKY U (bVIJ'IbeI. Manbunkam B 3TOM BO3pacTe
bonblie no HpaBy CMeTaTb BCe€ OrpaHunyvYeHud, OHU XaxayT rpy6oro tOMOpa, a3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBo4kn npeanoynTaroT obwaTbca B vaTax, npn 3TOM OHWU Tropasgo bonee HYyBCTBUTEJIbHbI K
CeKkcCyalibHbIM goMoraTtesnbCcTsam B VlHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe pPoAUTENSM YXXe BeCbMa CIOXHO KOHTPONMPOBaTb CBOMX AETeW, Tak kak 00
VIHTepHETE OHW YyKe 3HAKT 3HaAUMTENbHO Gonblle CBOMX poauTenen. Tem He MeHee, He OTnyckawTe AeTen B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTMBHO yd4acTBoBaTb B 00LweHumn pebeHka B NHTepHeTe.

BaxHo no-npexHeMy cTporo cobniogatbe npasuna WHTepHeT-6e30macHOCTM - COrnalleHne Mexay
poauTenamn n geteMu. Kpome Toro, HeobxoouMO Kak MOXHO 4alle NpocMaTpuBaTb OTYETbHI O OEATENbHOCTU
neten B UHTepHeTe. CnegyeTr obpatntTe BHMMaHWE Ha HEOOGXOOMMOCTb COAEpXKaHMs POOUTENBCKMX Maporien
(naponer agMMHUCTPaTOPOB) B CTPOrOM CEKpeTe M 06paTnTb BHUMaHNE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. CosganTte cCnuCoK OOMalUHWMX MpaBuil noceweHnsa VIHTepHeTa npu yvyacTuM NMOLPOCTKOB U TpebywnTte
6e3ycnoBHOro ero BbinonHeHnsi. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpeLleHHbIX caiToB ("4epHblin cnmcok”), Yachl
paboTbl B IHTEpHeTe, pyKoBOACTBO MO 06LLEeHMI0 B VIHTEpHETE (B TOM Ynche B YaTax).

2. KomnbtoTep ¢ NOAKMYEHNEM K ceTn NHTEPHET AOIMKEH HAaX0AUTLCSA B OOLLEN KOMHATE.

3. He 3abbiBante OecepoBaTtb C geTbMu 00 ux Opy3bsix B WIHTEpHeETE, O TOM, YEM OHM 3aHSTbl TaKUM
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obpasom, ByaTo pedb uaeT o Apy3baxX B peanbHOM XusHu. CnpaluvBante O Noasix, C KOTopbiMKU AeTn obLialTcs
nocpeacTsoM Cnyx6 MrHoBeHHOro obMeHa coobLeHnsamu, YTobbl yoeauTbes, YTo 3TW MOAM UM 3HaKOMbI.

4. Wcnonb3ynte cpeactsa ONokMpoBaHWUs HexenaTenbHOro KOHTEHTa Kak [OMOSfIHEHWE K CTaHO4apTHOMY
PoouTtenbckoMy KOHTPOSH.

5. HeobxogMmo 3HaTb, KakMuMuM 4aTamu nonb3yotca Bawwn pgetn. [lloowpsiite uMcnonb3oBaHue
MOLEepUpyeMbIX YaTOB M HacTauBanTe, YToObl 4eTu He obLLanucb B MPUBATHOM peXxume.

6. HactanBaiTe Ha TOM, 4TOObI AETW HUKOrA4A HE BCTPEYanuchb NIUYHO € Apy3bsaMu U3 ceTu VIHTepHeT.

7. Mpuyunte getelr He BblgaBaTb CBOK JIMYHYH MHGOPMAaUMIO CPeAcTBaMU 3MIEKTPOHHOWM MOYThI, 4YaToB,
CUCTEM MrHOBEHHOro obmeHa coobLLEHNSMIN, PErnCTPaLMOHHBLIX POPM, NIMYHBIX NPOdUIEN U NPU perncTpaunmn Ha
KOHKypCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHus. O6BbACHUTE MM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexenartenbHoe nporpammHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHute getam, 4yTto OHM B Ge3onacHOCTM, ecnu camu pacckasanuM BaM, O CBOMX Yrpo3ax unu Tpesorax.
[MoxBanute ux n NOCOBETYNTE NOAONTY eLue pa3 B NoJobHbIX criyyasx.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. lMomormte MM 3awmtuTbcs OT cnama. Hayuute
MOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro peanbHOro 3JNEeKTPOHHOrO afgpeca, He oOTBevaTb Ha
HexxenaTerbHble NMCbMa M UCMONb30BaTh CreunarnbHble MOYToBble (PUNbTPbI.

11. Mpuy4ynte cebs 3HAKOMUTBLCA C cCanTaMmu, KOTOpble NoceLlatT NOAPOCTKN.

12. Hayunte geten yBaxaTb Opyrux B UHTEpHETE. Y6eauTech, YTO OHKU 3HAKOT O TOM, YTO MpaBusia XopoLuero
noBefeHWs OEACTBYIOT Be3ae - AaXe B BUPTyallbHOM MUpe.

13. O6bsicHTe f[eTsM, 4YTO HM B KOEM criydae Henb3s ucnonb3oBaTb CeTb Ans  XynWraHcTBa,
pacnpocTpaHeHusi CNNeTeH UNu yrpo3 ApYrumM Noasim.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV pyUcK. HanomHuTe, 4To
[AeTW He MOTYT UrpaTb B 3TU UIPbl COMMTAcHO 3aKOHY.

lMocTosHHO KOHTponupynTe ucnonb3osaHne NHTepHeTa Bawwnm pebeHkom! OTO He HapylleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPea0CTOPOXHOCTM 1 NposABneHne Balwien pogmMTenbckon OTBETCTBEHHOCTM M 3a60ThlI.
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